





® Software is used k y, Navy, Energy Department,

Commerce Department, DISA.
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(https:

* Provides cybersecurity resources to US Government
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https://fireeye.dev/docs/about/fireeye/

e which allowed
monitc

® Firekye, whoﬂdisco erec ad their hacking tools stolen by the hackers
and used in attacks over 19 countries. (Tidy)
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* “TreasL oy hackers, or precisely

what information wa ator Ron Wyden (AP)
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and Beckett)

* Supply-chain attac ame method used by Russia military leaders in

2016 attack on Ukraine with NotPetya virus. (Paul and Beckett)
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* President-Ele L 0 increase our cyber defense, but

he offered no plan on how to move forward. (Paul and Beckett)
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https://github.com/fireeye/red_team_tool_countermeasures

‘or malware that may




BBC. ms “genuinely

impacted” by 1 / /www.bbc.com /news /world-
us-canada-55386947
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- Pqul,- K., & B we know — and still don’t —
about the worst-ever US governme ber-atftack. The Guardian.
https: / /www.theguardian.com /technology /2020 /dec/18 /orion-hack-

solarwinds-explainer-us-government
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